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What is Internet of Things (loT) all about?

PA world where physical objects
are seamlessly integrated into

\

the information network . 0
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Internet of Things (loT) Drives (iif?neon
Increased Profits

New capabilities and services

Greater efficiency

Increased flexibility and customization
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loT Trend Affects All Markets
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loT Has Many Layers
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loT Attacks Growing
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Hackers Remotely Kill a Jeep on the Highway—With Me in It
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The perils of connected devices '
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Each Layer can be Attacked

A Fake Server sending
Incorrect commands can
be used to trigger
unplanned events, to
send some physical
resource (water, oil,
Server Fake Server g|ectricity, etc.) to an
unplanned destination,

and so forth.
el — b

An Eavesdropper
listening in on data or
commands can reveal
confidential information
about the operation of

the infrastructure. FoizE it A Fake Device injecting
dropping fake measurements can
disrupt the control
processes and cause
ﬂ @ <z them to react
inappropriately or

dangerously, or can be
used to mask physical
attacks.
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Protecting Our Values with 10T Security

U Provide safety and privacy
Maximize uptime
U Protect revenue stream

:

U Enable and create business models
U Differentiate from competition

U Reduce costs
U Increase quality and reliability

S, Sl s
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loT Defenses
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